NHOOPMALIMOHHASA ITAMATKA
JJIA OBYYAIOLIINXCA

C KaXXIbIM I'OJOM MOJOACKH B UHTCPHETEC CTAHOBUTHCA 60J'II)IH€, a IIKOJIbHUKKW OAHH M3 CaMbIX
aKTUBHBIX  II0JIb30BaTEJICH PYHeTa. MC)I(I[y TEM, IIOMHUMO  OI'POMHOI'O  KOJHUYCCTBA
BO3M0)KHOCTCI>1, HHTCPHET HECCT U HpO6JICMBI. OTa nmaMsaTKa JOJDKHaAa IIOMOYb TeOe 0e30macHO
HaXOOUTHCsA B CCTH.

Komnbrorepabie BUpPyChbl

KomnbroTepHblil BUpYC - 3TO pPa3HOBUAHOCTb KOMIIBIOTEPHBIX HPOTPaMM, OTIMYUTEILHOU
0COOEHHOCTBIO KOTOPOHl SIBJII€TCSI CIIOCOOHOCTh K pa3MHOXEHHI0. B nononHeHue k 3TOMYy,
BUPYCbl MOIYT MOBpPEAMTh WM IIOJHOCTBIO YHUUYTOXUTh Bce (ailibl M JaHHBIE,
IOJKOHTPOJIbHBIE M0JIb30BATEN0, OT UMEHU KOTOPOro OblIa 3aIlylleHa 3apa)KeHHasi IporpaMmma,
a TaKXe MOBPEIUTh WIM JIa)Ke YHUYTOXXUTh ONEPALMOHHYIO CHUCTEMY CO BceMu (ailmamu B
1iesioM. B GonbIIMHCTBE ClTydaeB pacpOCTPaHSIOTCS BUPYCHI Uepe3 HHTEPHET.

MGTOI[I)I 3alIUTHI OT BPCAOHOCHBIX IMPOrpaMm:

1. HCHOHLSYﬁ COBPCMCHHBIC OIICPAIWMOHHBIC CHUCTCMBbI, HMCIOIINC CCpBGSHHﬁ YPOBCHb
3alIUThI OT BPCAOHOCHBIX IIPpOrpaMMm;

2. [TocrostHHO ycTaHaBnuBail madytu (UMGPOBBIE 3aAIUIATKH, KOTOPHIE ABTOMATHYECKH
YCTaHABIMBAIOTCSI C IEJNBIO JOPaOOTKM MPOrpaMMbl) W JpyrHe OOHOBJICHUS CBOCHU
orepanmoHHo# cucrembl. CkaunBail X TOJIBKO ¢ ounuaipHoro caira pazpadorunka OC. Ecmu
CyHmICCTBYCT PCKUM aBTOMATHYCCKOI'O O6HOBJICHI/I$I, BKJIFOYH €TI0,

3. PabGoTaii Ha cBOEM KOMIIBIOTCPC 110 ITpaBaMM I10JIb30BATCIIA, 4 HC aAMUHHUCTPATOPA. 910
HC IIO3BOJIMT 6OJ'IBI_HI/IHCTBy BpCAOHOCHBIX IIpOorpaMmM HHCTAJUIMPOBATBCA Ha TBOCM
MEPCOHAIBHOM KOMIIBIOTEPC,

4. Hcnons3yli aHTMBHPYCHBIE NPOrPaMMHBIE IPOAYKTHI HM3BECTHBIX ITPOU3BOAUTENIECH, C
aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

5. Ol"paHI/I‘H: CI)I/I3I/I‘-ICCKI/II71 AOCTYII K KOMIIBOTEPY HJIA TIOCTOPOHHUX JINIL;

6. Hcnonp3yit BHENIHME HOCHUTENM HMH(OpPMalMU, Takue Kak (¢uielika, AUCK WU Qailn u3
MHTEPHETA, TOJIBKO U3 MPOBEPEHHBIX UCTOYHUKOB;

7. He oTkpriBaii koMIblOTEpHBIE (DAl MOTYUYEHHBIE U3 HEHAJC)KHBIX UICTOYHUKOB. Jlaxke
Te (aiibl, KOTOpBIE PUCIIAN TBOM 3HAKOMBIN. Jlydlle yTouHM y HEro, OTHPaBJIsUI JIU OH TeOe HX.

Cerun WI-FI

Wi-Fi - 370 He Bu mepeaauu JaHHBIX, HE TEXHOJIOTHS, a BCEro JuIbs OpeH I, mapka. Emte B 1991
rofy HHJEpJaHicKas KoMmmaHusi 3apeructpupoBasia Openn "WECA", urto o006o03Hauano
cnoBocodetanue "Wireless Fidelity", koTopslii mepeBoanTCs Kak "0ecrpoBoIHast TOYHOCTH'".

Jlo Hamero BpeMeHHU Joluia Jpyras abOpeBuarypa, KOTopas SBISETCA TaKOW e TeXHOJIOTHEH.
Orto abbpeBuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO aHO C HAMEKOM Ha CTAaHJApT BBICIICH
3BykoBoi TexHuku Hi-Fi, uto B mepeBosie 03Ha4yaeT "BbICOKas TOYHOCTH'".

Ja, OecnnaTHbI MHTEpPHET-IOCTYN B Kade, OTeNsiX U adporoprax SBISETCS OTIUYHOU
BO3MOXKHOCTBIO BBIX0Jla B MUHTEepHET. HO MHOTrHE SKCIepThl CUUTAIOT, YTO 00IIenocTynHble Wi-
Fi cetu He sBNsAIOTCA O€30MaCHBIMHU.



Cosertsl 10 Oe30macHOCTH paboThI B 001IeN0CTYIHBIX ceTsix Wi-fi:

1. He nepenagaii cBoro muunHyro uHdopmaiuio yepes odmieaoctynasie Wi-Fi cetu. PaboTas
B HUX, JKEJIATEIIbHO HE BBOJUTH MAPOJIU JOCTYIIA, JIOTUHBI U KAaKUE-TO HOMEpa;

2. Hcnonp3yih 1 OOHOBIISIH aHTHBUPYCHBIE HPOTpaMMbl M OpaHamayep. Tem caMbIM Tbl
obe3omacub ce0s OT 3aKaYKH BUpyca Ha TBOE YCTPONCTBO;

3. IIpu wucnonp3zoBanuu Wi-Fi otkmoun ¢ynkmuo "OOmmit goctyn k daiinam u
npuntepam". JlaHHas (yHKIMS 3aKpbhiTa 10 YMOJIYaHHUIO, OJHAKO HEKOTOPbBIE ITOJIb30BaTEIN
AKTUBUPYIOT ee JIJIs y100CTBa MCIOJIb30BaHus B paboTe win y4eoOe;

4. He wucnonw3yit nyOmuunsiii WI-FI nnist nepepaum JIMYHBIX J@HHBIX, HAlpuMeEp JUIs
BBIX0/Ia B COLIUAJIbHBIEC CETU UJIU B AIIEKTPOHHYIO I10YTY;

5. Ucnonb3yit tonpko 3ammmieHHoe coenuHeHue uvepe3 HTTPS, a me HTTP, T.e. npu
Habope BeO-aapeca BBOAM UMEHHO "https://";

6. B moGunbHOM Tenedone orkmoun ¢pynknuio "Tlogkmouenne k Wi-Fi aBTomaTruecku".
He nomyckait aBToMaTn4eckoro moAKIIoueHHs ycTpoicTBa K ceTsim Wi-Fi 6e3 TBoero cormnacusi.

CoumnajbHble ceTH

ConuanbHble CETH aKTMBHO BXOJST B HaIlly »XU3Hb, MHOTHME JIIOJU PAa0OTAlOT M KUBYT TaMm
nocTossHHO, a B Facebook yxe 3apeructpupoBaH MMIUIMAp] YENOBEK, YTO SIBISETCS OJHOU
cellbMOM BceX JKuTeslel IiaHeTbl. MHOrue MoJb30BaTeld HE MOHHMMAIOT, 4TO HH(pOpMalus,
pasMelleHHas UIMH B COLIMAJIbHBIX CETSAX, MOXKET ObITh HalJJIeHa M UCIOJIb30BaHA KEM YI'OJHO, B
TOM 4HCJI€ HE 00s13aTEIbHO C OIariMHU HaMEPEHUSMHU.

OCHOBHBIE COBETHI IO 0E€30IIaCHOCTH B COLMAJIBHBIX CETAX:

1. Orpannyb crnucok apyszed. Y TeOs B Jpy3bsX HE JODKHO OBbITh CIIy4allHBIX H
HE3HAKOMBIX JIIOJCH;

2. 3amminai cBO 4acTHYIO ku3Hb. He ykaspiBaii maponu, TeneoHsl, aapeca, 1aTy TBOETO
POXIEHUS U APYTYIO JIMYHYIO HH(OpManuio. 3I0YMBIIIJIEHHUKA MOTYT HCIOJNb30BaTh Jaxe
MH(}OPMALIMIO O TOM, KaK Thl U TBOU POJUTEIIN IUIAHUPYETE MPOBECTH KaHUKYJIbI;

3. 3am1/11ua171 CBOIO PEIyTallMIO - ACPIKU €€ B YUCTOTEC U 3aJaBait cebe BOIIPOC: XOTCJI OBl THI,
YTOOBI APYruc ImoJb30BaTCIIM BUIACIH, YTO TbI 3arpy>1<aem5? Hoz[yMaﬁ, npexac 4eM 4YTo-TO
OHY6J'II/IKOB8.TB, HAIlUuCaTb 1 3arpy3uTh,

4. Ecau Tl roBOpHIIB € JIFOIBMH, KOTOPBIX HE 3HACIIb, HE UCIIONIB3YH CBOE PEAIBHOE UM U
JIPYTYIO JUYHYI0 HHPOPMAIH: UMsI, MECTO KUTEJIbCTBA, MECTO YUeObl U MpoUee;

5. W36erait pazmemenus potorpaduii B UuTepHere, rae Thl H300paXkeH Ha MECTHOCTH, IO
KOTOPOH MO>KHO ONPEAETUTh TBOE MECTONOI0KEHNUE;

6. [Ipu peructpanmu B CONMAIBLHON CETH HEOOXOIWMO HCIIOJIB30BATH CIIOXKHBIE MapOJIH,
cocrosmue u3 OykB ¥ UG U ¢ KOJUIECTBOM 3HAKOB HE MEHEE §;

7. JIst conuanbHOM CEeTH, TIOYTHI M JIPYTUX CAMTOB HEOOXOAMMO HCIIOIB30BaTh Pa3HbIE
naposu. Torga eciu Te€0s1 B3JIOMAIOT, TO 3JIOYMBIIUICHHUKH TOJIyYaT JTOCTYM TOJIBKO K OJTHOMY
MECTY, a HE BO BCE Cpa3sy.



DJIeKTPOHHBIE IEHbIH

DNEeKTPOHHBIE JEHBIU - OTO OYECHb YAOOHBIM CIMOCOO TIUIaTeX)eh, OJHAKO CYIICCTBYIOT
MOIICHHUKH, KOTOPBIE XOTAT MOJYYUTh ITH JICHBTH.

3JI€KTpOHHBI€ JCHbI'M IIOABWJIIMCh COBCEM HCAABHO MW HMCHHO H3-3a 3TOI'O BO MHOI'MX
rocydapCTBax 40 CUX IIOP HEC NPONHUCAHO IIPO HUX B 3aKOHAX.

B Poccun xe oHHM (pyHKIHOHHPYIOT U O HHX YK€ MPOIMHUCAHO B 3aKOHE, TNIe UX Pa3JeisaioT Ha
HECKOJIbKO BHJIOB - aHOHMMHBIC U HE aHOHHMMHBIE. Pa3HuIla B TOM, YTO aHOHUMHBIE - 3TO T€, B
KOTOPBIX paspeliaercss MPOBOAUTH omepanuu 0e3 wuaeHTU(UKALUK [OJb30BaTeNsi, a B
HEAaHOHHUMHBIX UACHTU(UKALIMS TTOIH30BATENS ABISETCS 00s13aTEIbHOM.

Taxoke cieayer pa3indarh MEKTPOHHBIE (PMATHBIE AEHBIH (PABHBI TOCYAAPCTBEHHBIM BaJIOTAM)
U 3JICKTPOHHBIE HE(HUATHBIEC ACHBI'H (HE PaBHBI TOCY1aPCTBEHHBIM BAIIIOTAM).

OCHOBHBIE COBETHI 110 OE30IIaCHOM pa60Te C DJICKTPOHHBIMHU JICHbI'aMU:

1. [TpuBsoku K cueTy MOOWIBHBIA TenedoH. DTO camblii yAOOHBIM M OBICTPBIA CIOCOO
BOCCTAHOBUTH JOCTYNl K cyery. llpuBsi3anHblii TenedoH mMOMOXKeT, eciu 3al0ynemb CBOU
IJIATEKHBIN MMapOJIb WM 3aieIIb HAa CAUT C HE3HAKOMOI'O YCTPOMCTBA;

2. HCHOHLSYﬁ OJIHOPA30BBIC ITIApPOJIH. ITocne nepexoaa Ha yCHJICHHYKO aBTOPU3alUIO Tebe
YKC HE 6yz[eT YIpOXKaThb OMMACHOCTDb KPpaXu WJIN MIEPEXBATa IJIATCIKHOI'O I1apOJIid;

3. Bribepu crnoxxublii maposb. IlpectynHukam OyaeT He IpOCTO yraaarh CIOXKHBIN Mapoib.
HanexHble maponu - 3T0 Mapoju, KOTOPbIE COAEP)KaT He MEHee § 3HAKOB M BKIIIOYAIOT B ce0s
CTpPOYHbIE U IPONUCHBIE OYKBBI, HU(PHl U HECKOIBKO CHUMBOJIOB, TAKME€ KaK 3HAK J0JuIapa,
¢yHTa, BOCKIMIATEIbHBIN 3HAK U T.11. Hampumep,

$tRONng!;;
4. He BBOM cBOM NTMYHBIE JaHHBIE HA CaliTaX, KOTOPBIM HE JIOBEPSICIIb.
DJIeKTPOHHAA MOYTA

ONEKTpOHHAasl MOYTa - 3TO TEXHOJIOTHS W TPEAOCTABISIEMBIE €H0 YCIYyTH IO IEPECBUIKE U
MOJYYEHUIO 3JIEKTPOHHBIX COOOILIECHUH, KOTOpPbIE PACHpPENENAIOTCS B KOMIIBIOTEPHOHM CeTH.
OOBIYHO ~ DNIEKTPOHHBIM  MOYTOBBIM  SAIIMK  BBIJIIAMT — CleQylommM  oOpas3oM:
UMs_TOJIb30BaTesI(@KUMsL_JoMeHa. Taikke KpoMme Iepefauyd HpoCTOro TeKCTa, HMEeTcs
BO3MOYKHOCTb IlepeiaBaTh (paiibl.

OCHOBHBIE COBETHI 110 6€30MacCHOM paboTe ¢ IMEKTPOHHOM MOYTOM:

1. Hano BeIOpaTh mpaBUIIBHBIN MOYTOBBIA cepBHC. B MHTepHeTe ecTh OrpoMHBIN BHIOOP
OecCIUTaTHBIX MOYTOBBIX CEPBUCOB, OJJHAKO JIy4Ille JOBEPSATh TEM, KOTO 3HAEIlb U KTO MEPBBIA B
pEUTHUHTE;

2. He yKa3bIBail B JINYHOU 1o4YTe JUYHYIO nHpopManuo.
Hanpumep, nydine BeiOpath  "My3blKalbHbIM (haHat@" wm  "pok2013" BMmecTO
"Temal3";

3. Hcnons3yiit IBYX3TamHYHO aBTOPH3alMI0. JTO KOT/Ia TTOMHMO Tapojs HY)XHO BBOJHUTH
KO/, IpUChIIaeMblil mo SMS;

4, Breibepu crnokHbIit maponb. J[isS KakI0ro IMOYTOBOTO SIIUMKA JOJHKEH OBITh CBOM
HaJIC)KHBIN, YCTOMYUBBINA K



B3JIOMY TapOJib;

5. Ecnu ectb BO3MOKHOCTH HaIlMcaTh CaMOMY CBOM JIMYHBIA BOIPOC, HCIOJB3YH 3Ty
BO3MO>KHOCTb;
6. Hcnonb3yit HECKOJIBKO TOYTOBBIX SIIMKOB. I[lepBbI 11 4YacTHOM TEPENUCKU C

aZipecaTamMu, KOTOPBIM Thl JOBepsellb. ITO 3JIEKTPOHHBIM aapec HEe HAJ0 MCIOJNb30BaTh MPU
peructpanuu Ha popymax U caiTax;

7. He oTkpsiBaii ¢ailyibl U qpyrue BIOXKCHHS B MUCbMaX, JaKe €CIM OHH MPUIILIA OT TBOUX
npy3seid. Jlydiie yTouHH y HUX, OTHPABIISUIN JIU OHU TeOe 3T (aiiibl,

8. ITocne oxoH4anusi pabOTHI Ha TTOYTOBOM CEPBUCE TMEPE] 3aKPHITHEM BKIIAJKH C CAaHTOM
He 3a0yab HaXaTh Ha "BeiidTn".

KubepOy/uinHT WM BUPTYyaJibHOE H31eBATEJIbCTBO

KubepOymmuar - mpecieoBaHUEe COOOMICHUSIMH, COACPIKAIIMMHU OCKOPOJIEHUS, arpeccuio,
3aIyTUBaHNUe; XYJIUTaHCTBO, CONMAIbHOE OOMKOTHPOBAHKME C TIOMOMIBIO PA3IMYHBIX HHTEPHET-
CEPBHCOB.

OcHOBHBIE COBETHI 110 60pHOE ¢ KUOEPOYIIITMHIOM:

1. He Opocaiicst B 60ii. Jlyummii crioco0: MOCOBETOBATHCS KaK ceOsl BECTH U, €CITH HET TOTO,
K KOMY MOXHO O6paTI/ITI)C$I, TO BHa4aJi€ YCIIOKOUTHCA. Ecin 1B HayHemns OTBEYaThb
OCKOPOJICHUSIMU HAa OCKOPOJICHUS, TO TOJIBKO €Iie OOJIbINEe Pa30XiKellb KOH(IUKT;

2. VYnpasisii cBoeil kubeppenyTaiuei;

3. AHOHMUMHOCT, B ceTd MHHMas. CylecTBYIOT CHOCOObI BBIICHUTH, KTO CTOUT 3a
AQHOHUMHBIM aKKayHTOM;

4. He crout Bectu xynuranckuil o6pa3 BupTyanbHOM *u3HU. HTepHeT (ukcupyer Bce
TBOM JICMCTBUS M COXpAHSAET UX. Y AATUTh UX OyJeT KpailHe 3aTpyAHUTENbHO;

S. Co0:roail CBOXO BUPTYalIbHYIO YECTh CMOJIOAY;

6. Urnopupyit equHuuHblii HeratuB. OJHOpPA30Bble OCKOPOUTEIbHBIE COOOLICHHS Jydlle
UrHopupoBaTh. OObIUHO arpeccusi IpeKpanaeTcs Ha Ha4aabHOW CTaauH;

7. ban arpeccopa. B IIporpamMmmax 0o0MEHa MTHOBEHHBIMH COO6H.[CHI/I$IMI/I, B COIMAJIbHBIX
CETAX €CTh BO3MOXHOCTD 6JIOKI/IpOBKI/I OTIIPpaBKU COO6IJ.I€HPII>1 C OIIPCACIICHHBIX aAPCCOB;

8. Ecin  T1h1  cBuperens kuOepOyiuHra. TBou  NEHCTBUSA:  BBICTYNUTh  IPOTUB
mpecieoBaTens, Moka3aTb €My, YTO €ro JAeMCTBHUS OLEHUBAIOTCS HEraTUBHO, MOJJEP’KaTh
KEpPTBY, KOTOpPOM HyXHa IICUXOJOrHMYecKas IIOMOIb, COOOLIUTH B3pOCIbIM O (akrTe
arpecCUBHOIO MOBEJCHUS B CETH.

MoOunbHbIi Tes1e)oH

CoBpemeHnHble cMapTHOHBI U IIJIAHIIETHI COIEPKaT B ce0e BIOJHE B3POCHbIA (PYHKIMOHAN, U
TElepp OHM MOTYT KOHKYPHpPOBAaTb CO CTAallMOHApPHBIMHM KoMIbroTepaMu. OJHAKO, CpEnCTB
3alIUTHI IS TOJIOOHBIX YCTPOMCTB MOKa O4eHb Mallo. TecTHpoBaHME M MOUCK YSI3BUMOCTEH B
HUX IPOUCXOTUT HE TaK HMHTeHCUBHO, Kak s [IK, To ke camoe kacaercd W MOOMIBHBIX
MIPUIIOKEHUN.



CoBpeMeHHbIE MOOMIIbHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIN HACTOJbHBIC aHAJIOTH, OJTHAKO
pacmmpenne PyHKIIMOHaAIA BIICYET 3a COO0H OOJBITYIO CIOKHOCTh M MEHBIITYIO 3alTUIIICHHOCTD.

Jlaneko He Bce MNPOM3BOAMUTENM BBINTYCKAIOT OOHOBJIECHMS, 3aKpBIBAIOIINE KPUTHUYECKUE
YSI3BUMOCTH JIJISl CBOMX YCTPOMNCTB.

OcHoBHBIE COBETHI JiIsl 0€301acHOCTH MOOUIBHOTO TenedoHa:

Hudgero He sBisercs MMO-HaCTOAIICMY OecIuIaTHBIM. By,Z[I) OCTOPOXEH, BCIb KOIrJa TeOe
npeajaararoT OecIuIaTHBIN KOHTCHT, B HCM MOTI'YT OBITE CKPBITEI KaKUEC-TO IIJIATHBIC YCIIYTH;

Hymaii, npexxae ueM ornpaButb SMS, ¢poTo nnm Bugeo. Tl TOYHO 3HAeUIb, TA€ OHU OyAyT B
KOHEYHOM UTOre?

HeoOxomumo  OOHOBIATH  OMEpPAallMOHHYIO cHcTeMy TBoero cmaptdona; Mcmonbssyit
AHTUBUPYCHBIE TPOTPAMMBI JIJIsl MOOMIIBHBIX TeJIe(OHOB;

He 3arpy>1<a171 IMPUITOKECHUSA OT HCU3BECTHOI'O HCTOYHHKA, BCAb OHH MOI'yT COACPIKATb
BPCAOHOCHOC IIPOIrpaMMHOC O6CCHC‘ICHI/IC;

[Tocne Toro xKak THI BBIHACHIL C CaiiTa, I/Ie BBOJIWI JIMYHYIO HH(POPMAIUIO, 3aiiI1 B HACTPOUKHU
Opay3epa u ynanu cookies;

Hepﬂonnqecxn HpOBepHﬁ, KaKHC IUIATHBIC YCIIYI'M aKTUBUPOBAHBI HA TBOCM HOMCEPC,

JaBaii cBoii HOMEp MOOWIBHOTO TenedOoHa TOJIBKO JIOASAM, KOTOPBIX THI 3HACHIb M KOMY
nosepsienib; Bluetooth momken ObITH BBIKIIIOYEH, KOTZIa ThI UM He ToJb3yemnibes. He 3a0biBaii
MHOT/Ia IPOBEPATH ITO.

Online urpsi

CoBpeMeHHbIE OHJIAH-UTPBI - 3TO KPAaCOUHbIE, 3aXBaThIBAIOIINE pa3BiIeueHUs, O0BEANHSIONINE
COTHH ThHICSAY YEJIOBEK MO BceMy MHpy. Urpoku ncciaenyroT 1aHHbIM UM MUp, OOIIAtOTCS JPYT C
JPYrOM, BBIMOJHSIOT 3aJlaHusl, CPAXKAIOTCS ¢ MOHCTPAMHU U IOJIy4arOT OIBIT. 3@ yIOBOJIbCTBHE
OHM IUJIATST: MOKYHAOT IUCK, OTNIAYMBAIOT A0OHEMEHT WJIM IPUOOPETAIOT KAKHE-TO OMIINH.

Bce a1 cpeacTBa uayT Ha MoAJepKaHHWE U PAa3BUTHE UIPHI, a TaKKe Ha caMy Oe30MacHOCTb:
COBEpILEHCTBYIOTCSI CUCTEMbl aBTOPHU3AIMH, BHITYCKAIOTCSI HOBbIE MaTuu (IM(POBBIE 3aIUIaTKU
JUIS IPOTPaMM), 3aKpbIBAOTCS ySI3BUMOCTH CEPBEPOB.

B HOI[O6HBIX HUrpax CTOUT OIaCaTbCA HEC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO Kpa>XH TBOCTO
napoJisi, Ha KOTOpOM OCHOBAaHA CUCTEMA aBTOpHU3allUuA OONBIIMHCTBA urp.

OCHOBHBIE COBETHI 110 0€30MaCHOCTH TBOETO UTPOBOTO AKKAYHTA:

1. Ecnu npyroit urpok Beziet ceds mioxo Wi co3gaeT Tede HeMPUATHOCTH, 3a0JI0OKUPYH ero
B CIIUCKE UTPOKOB;

2. [oxxamyiica aqMUHUCTpATOpaM UIPHI HA IMJIOXOE MOBEACHHE dTOT0 UIPOKa, KEJIaTeIbHO
MPUIOKUTH KaKHe-TO JI0Ka3aTelbCTBa B BUJI€ CKPHUHOB;

3. He yka3biBaii muunyto nHpopMmaluio B mpodaiisie urpsl;
4 VYBakail Ipyrux y4aCTHUKOB I10 UTPE;

5. He ycranaBnuBaii HeodumaabHpIe TATYH U MO/IBI,

6 Vcnonb3yii ClI0KHBIE U pa3Hble MapoJy;



7. Jlaxxe BO BpeMs WIPbl HE CTOUT OTKJIKOYaTh aHTUBHpyC. [Ioka TbI urpaems, TBOU
KOMIIBIOTEP MOTYT 3apa3uTh.

OUIIMHT WA Kpaxa JUYHBIX JaHHBIX

OOBIYHON KpaxKei JIeHer W JOKYMEHTOB CETOJIHS YK€ HHUKOTO HE YIUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TCXHOJIOTUN 3JIOYMBIIIJICHHUKHA TEPEeMECTUINCh B HHTEPHET, U IPOJIOJDKAIOT
3aHUMAaThECS "ITIOOUMBIM" JEJIOM.

Tak nosiBUIachk HOBast yrpo3a: HHTEPHET-MOIIICHHIYECTBA WM (DUIIUHT, TJIaBHAS LIEJIb KOTOPOTO
COCTOUT B TMOJYYSCHHH KOH(QUICHIMAIBHBIX JTaHHBIX MOJIb30BATEICH - JIOTHHOB U mapoiieii. Ha
aHrMiickoM s3pike phishing uwraercst kak ¢ummuar (ot fishing - peibHas mosis, password -
11apoJib).

OcHOBHBIE COBETHI 10 60pHOE ¢ HUITMHTOM:

1. CJ'IG,I[I/I 3a CBOMM aKKayHTOM. Ecnu Th1 Imog03pe€Baclib, YTO TBOSA aHKETaA ObLI1a B3JIOMaHa,
TO H606XOI[I/IMO 3a6JIOKI/IpOBaTB cCu C006H_II/ITL AIMHUHUCTPATOPAM peCypca 00 3TOM KaK MOKHO
CKOpEC;

2. Ucnonp3yii O6e3omacHble BeO-CaliThl, B TOM YHCII€, HHTEPHET-Mara3uHOB U IOHUCKOBBIX
CHUCTEM;
3. Hcnonb3yi ciiokHble U pa3Hble mapoiu. Takum oOpa3om, ecin TeOs B3JIOMAIOT, TO

3JIOYMBINIJICHHUKH MTOJIYy4YaT JOCTYII TOJIBKO K OIHOMY TBOCMY HpO(i)I/IJHO B CCTH, a HC KO BCCM,

4. Ecnu 1ebs B3momanu, To HEOOXOJUMO MPEIyNpPEAUTh BCEX CBOMX 3HAKOMBIX, KOTOPHIE
n00aBJIeHBI Y TEOSI B IPY3bsiX, O TOM, U4TO T€Os B3JIOMAaIH U, BO3MOXKHO, OT TBOETO UMEHHU OyJIeT
pacchuIaThCsl CaM M CChUIIKA Ha (DUIIIMHTOBBIE CAUTHI;

S. YcranoBu HagexHbii mapois (PIN) Ha MoOMIBHEIH TenedoH;
6. OTKIII0YM cOXpaHEeHue MapoJst B Opaysepe;
7. He oTkpsiBaii ¢ailsibl U qpyrue BIOXKEHHs B MUCbMax, Aa)K€ €CIM OHM MPUIUIA OT TBOMX

npy3eit. Jlydiie yTouHU y HUX, OTTIPABIISUIN JIM OHU Te0e 3T (ailibl.
Hudposas penyrauus

[Mudposast penyTanust - 3TO HEraTUBHAs WM NO3UTHBHAas HH(pOpMalus B CeTH O Tebe.
Komnpomerupyromas nHpopmaius, pa3MelieHHas B UHTEPHETE, MOXKET CEpbEe3HbIM 00pa3oM
OTpa3uThCs Ha TBOeH peasbHOM ku3HU. "LludpoBas penmyranusa" - 3To TBOW MMMIK, KOTOPBIN
bopmupyercs u3 nHpopMauu o Tede B UHTEPHETE.

TBoe mecto KUTCIILCTBA, y‘-Ie6]':>I, TBOC (bHHaHCOBOG IMOJIOKCHHUC, 0COOEHHOCTHU XapaKTepa "
paccka3bl O OJIM3KHUX - BCE 9TO HAKAILJIUBACTCS B CETH.

MHorue MoAPOCTKH JIETKOMBICICHHO OTHOCATCS K MyOJUKalMu JUYHOW WH(pOpMaluud B
I/IHTepHeTe, HE ITOHHUMasi BO3MOKHBIX HOCJIe)ICTBI/Iﬁ. Te1 JaX€ HE CMOXCIIb J0raaaTtbCs O TOM,
yT0 (hoTOrpadusi, pa3merieHHas 5 J1eT Ha3a/, cTajla IPUYMHON 0TKa3a NPUHATH Te0s Ha palboTy.

KommenTapuu, pazMenienre TBoux Gororpaduii u 1pyrue ASMCTBUS MOTYT HE UCUYE3HYTh Jaxe
1ocJie TOro, Kak Thl UX yJanuinb. Thl HE 3HAEIb, KTO COXPaHMWI ATy MH(POpMAIUIO, Tomnaia JIu
OHa B TIOMCKOBBIE CHCTEMBbl M COXpaHWJach JHM OHa, a TJaBHOE: YTO MOJyMalT O Tebe
OKpY’KalolIHe JIIOAM, KOTOpble HalIyT U yBUAAT 3T0. Hailtu unHpopmaimio MHOro JeT CIoycTs
CMOXeT JI000# - Kak U3 JOOphIX MOOYXKAEHUH, TaK U C HaMEpeHHUEeM MPUYUHHUTH Bpel. IDTO
MOXeET OBITh KTO YT'OJHO.



OCHOBHBIE COBETHI IO 3aLIUTE LIUPPOBON permyTaIiH:

1. [Togymaii, mpexae ueM 4YTo-TO MyOJMKOBaTh M TepeAaBaTh y ceOs B Ojore Wil B
COIIMAILHOM CETH,

2. B macrtpoiikax mpo¢uis ycTaHOBH OrpaHHYEHHs] HA MPOCMOTP TBOETO NPOHIISL M €ro
COJIEP’KUMOT0, CIIEJIall €ro TOJIbKO "uist Ipy3en';

3. He pa3meraii u He yka3piBaii HH(GOPMAIIHIO, KOTOpPas MOKET KOTr0-JTH00 OCKOPOJIATh WM
00MXKaTh.

ABTOpCKOE PaBo

COBpeMeHHHe MIKOJIBHHUKHW - AKTHUBHBLIC I10Jb30BATCIIN L[I/I(prBOFO IIPpOCTPAHCTBA. O,Z[HaKO
JaJICKO HC BCC 3HAKOT, YTO II0JIb30BAHMC MHOTMMH BO3MOXHOCTAIMH I.[H(prBOl"O MHpa Tpe6yeT
CO6J'IIO,I[€HI/I5I IIpaB Ha UHTCIIJICKTYAJIbHYIO COOCTBEHHOCTb.

Tepmun "UHTEIEKTyaJdbHass COOCTBEHHOCTb" OTHOCHUTCS K  pa3iMYHbIM  TBOPEHUSAM
YEJIOBEYECKOr0 yMa, HauMHas C HOBBIX M300pETEHHUI U 3HAKOB, 0003HAYAIOUINX COOCTBEHHOCTh
Ha TPOAYKTHl W YCIYyTrd, W 3aKaH4YWBasg KHHUramu, QororpadusmMu, KUHOPHIBMAMH H
MY3bIKAJIBHBIMU [TPOU3BEICHUSAMM.

ABTOpCKI/Ie IIpaBa - 3TO IIpaBa Ha UHTCIJICKTYAJIbHYIO COOCTBEHHOCTb Ha MMPOU3BCACHUS HAYKHU,
JIATCPATYPbl U HCKYCCTBA. ABTOpCKI/Ie I[IpaBa BBICTYIAKOT B Ka4CCTBC TIapaHTUH TOIO, 4YTO
I/IHTeJ'IJ'IeKTyaHLHBIﬁ/TBOpquKHﬁ TPpyA aBTOpa HE 6y,[[eT HaIllpaCHbIM, O4CT €My CIHPABCIJINBBIC
BO3MOXXHOCTH 3apa60TaTb Ha pe3yJibTaTaX CBOCTO TpyHdad, IOJTYYUTh U3BECCTHOCTb U IIPU3HAHUC.
HuxTto 0e3 paspCiCcHus aBTOpPa HC MOXKCT BOCIIPOU3BOAUTL €I'0 IIPOU3BCACHUC, PACIIPOCTPAHATD,
HY6J'II/ILIHO ACMOHCTpUPOBATh, IIpoAaBaTb, HMIIOPTHPOBATH, IIYyCKATb B IIPOKAT, HY6J'II/I‘IHO
HUCIIOJIHATH, MMOKAa3bIBaTh/UCIIOIHITE B 3(1)I/Ipe HJIK pasMClIaThb B I/IHTepHeTe.

Hcnonp3oBanue "MHPaTCKOro" MPOrpaMMHOIO OO0ECTeYeHHs] MOXKET HPHUBECTH K MHOTUM
pUCKaM: OT TOTEpH JaHHBIX K TBOMM aKKayHTaM 10 OJIOKMPOBKH TBOETO YCTPOWCTBa, T
YCTAQHOBJICHA HEJETaIbHAsl nporpamma. He CTOWT Tak:Ke 3abbiBaTb, YTO CYLLECTBYIOT JlerajibHble U
BecnnaTtHble NPOrpamMmmbl, KOTOPbIE MOXHO HAITU B CETMU.

O noprane

CeteBnuoK.p¢ - TBOH INIaBHBIA COBETYMK B CETH. 37IeCh Thl MOXKeEIIb Y3HaTh O 0€30IacHOCTU B
CeTH TOHATHBIM M JOCTYIHBIM SI3BIKOM, a IpPH BO3HUKHOBEHHH KpPUTHYECKOW CHTyaluu
00paTUTHCS 3a COBETOM. A TaKKe NMPHUHATh yyacTHe B KOHKYpCax M CTaTb CaMbIM LHU(POBBHIM
rpaXxaaHuHOM!



